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Abstract

This report contains tables with the preliminary results of our investigation on safety-related standards.

DESCRIPTION

Our investigation has been based on the following metrics of comparison:
1) Terminology - comparison on the meaning assigned within the context of the standards to common terms such as safety,

error, failure and fault, and comparison with the commonly-accepted definition within the academic community;
2) Safety Life Cycle and Safety Management - activities in charge of proving the achievement of safety, and indication of

a planning of such activities within the context of the system development process;
3) Software Development Life Cycle - activities specifically envisioned for software development;
4) Software and Hardware Relation - point of view of the selected standards with respect to hardware components;
5) Reliability, Availability, Maintainability and Safety (RAMS) Analysis - inclusion of a methodology for performing proper

RAMS analysis;
6) Safety Integrity Levels - measure of the degree of criticality for each component within the system, obtained by considering

the consequences of failures, and indication of the method used for assigning such levels;
7) Risk and Hazard Analysis - recommendations on which method adopt for these activities;
8) Verification and Validation - definition of this activity and its implementation;
9) Fault Injection, Testing, Formal Methods, Failure Mode and Effect Analysis (FMEA)/Failure Mode, Effects, and Criticality

Analysis (FMECA) and Fault Tree Analysis (FTA) - role of these methods within the context of the V&V process
envisioned by the selected standards.
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TABLE I
MAIN STANDARDS IN THE DIFFERENT APPLICATION DOMAINS OF CRITICAL SYSTEMS, AND CHARACTERIZATION OF THEIR CONTENT.

Standard Application
Domain Scope Safety Life Cycle and Safety

Management
Software Development Life
Cycle

Software and Hardware
Relations RAMS

IEEE
1012-2004 Generic

A complete Methodology for V&V
process for software being devel-
oped, maintained, or reused.

It assumes the one pre-
sented in ISO/IEC 12207.
Only V&V process is pre-
sented.

The standard does not indi-
cate any particular software
development life cycle.

How hardware component
influences the software
and is conversely influ-
enced by the software.

No

IEC 61508 Generic

Functional Safety for Electrical/
Electronic/Programmable Electronic
(E/E/PS) Safety-related Systems, and
methods to guarantee it.

The overall safety lifecycle is
based on 16 distinct phases.

The standard does not indi-
cate any particular software
development life cycle.

The standard is not only
tailored on software com-
ponents, but it also ad-
dress hardware compo-
nents.

No

ISO 26262 Automotive
Domain

Adaptation of IEC 61508 for the
automotive industry.

The standard define a precise
safety management process,
composed of 44 processes.

ISO-26262 is based upon a
V-Model as a reference soft-
ware development process.

Not only software items
are the object of the devel-
opment and safety man-
agement, but also hard-
ware and their integration.

Yes

EN 50126
and EN
50128

Railways

(A) Process for managing depend-
ability, and for demonstrating that
requirements have been met. (B) Pro-
cedures and technical requirements
for the development of software.

(A) The standard describes a
system life cycle, but alter-
native ones may comply.

(B) There is no prescribed
software development life
cycle.

(B) Analysis of the in-
tegration between Soft-
ware and Hardware is per-
formed to assess the suit-
ability of the software in
the given hardware de-
vices.

(A) Yes

IEC 60880 Nuclear
Plants

Software aspects for I&C systems
performing category A functions.

The standard does not de-
scribe a specific safety life
cycle, or activities specific to
safety management.

A software development life
cycle is described as part of
the system development life
cycle.

It requires the inclusion of
hardware and software in-
terdependencies, and test
of their integration.

No

DO-178B Aeronautics
Domain

Aspects of airworthiness certification
that pertain to the production of soft-
ware for airborne systems.

It does not identify a specific
safety life cycle.

It does not prescribe a pre-
ferred software life cycle.

During safety assessment
Hardware/software com-
patibility is studied.

No

Euro-
CONTROL
- SAM

Aeronautics
Domain

The EATMP Safety Assessment
Methodology (SAM) with best prac-
tices for safety assessment of Air
Navigation Systems and guidance for
their application.

It describes a generic process
for the safety assessment
with three major steps, but
it does not address organi-
sational and management as-
pects.

The standard does not indi-
cate any particular software
development life cycle.

Both hardware and soft-
ware components are con-
sidered when assessing
the system safety.

No

Defence
Standard
00-56 and
00-55

Defence
Domain

(A) Safety programme requirements.
(B) Requirements for the develop-
ment of safety related software, cov-
ering specification, design, coding,
test and integration.

The system safety life cycle
required by (A) consists of
six main steps.

The software development
life cycle is described in the
software development plan,
consisting of a number of
processes with defined prod-
ucts.

System tests shall demon-
strate that the software in-
terfaces correctly with the
hardware.

No

MIL-STD-
882D and
MIL-STD-
498

Defence
Domain

(A) Requirements for developing and
implementing a system safety pro-
gram, in order to identify hazards
and prevent mishaps. (B) Activities
required for software development.

A safety program is estab-
lished by planning safety
tasks.

(B) presents the main activ-
ities for software develop-
ment, but with no fixed order
for the activities, nor delivery
of documentation.

Hardware is considered
for the identification of the
hazards (A), for the re-
quirement definition (B),
and for the test definition
(A+B).

No

ECSS
series of
standards

Space Do-
main

Management, engineering and prod-
uct assurance in space projects and
applications.

A normative clause organizes
the software processes and
activities.

ECSS-E-ST-40C define a de-
tailed software life cycle pro-
cess.

The safety process ad-
dress both software and
hardware components and
their interconnection.

Yes

NASA-
STD-
8719.13B

Space Do-
main

Software safety activities, data, and
documentation necessary for the ac-
quisition or development of software
in a safety-critical system.

The basic System Safety life
cycle is not presented in the
standard, but in a related
document named NASA
Software Safety Guidebook,
NASA-GB-8719.13.

The basic Software life cycle
is not presented in the stan-
dard, but in a related docu-
ment named NASA Software
Safety Guidebook, NASA-
GB-8719.13.

When the software and
hardware work together,
their roles, and failure
modes are documented
and understood.

No

ESA ISVV
Guide

Space Do-
main

Cost effective and reproducible In-
dependent Software Verification and
Validation (ISVV) process, and best
practices with respect to recom-
mended methods for the different
verification and validation activities.

The ISVV Process consists
of 6 activities: two manage-
ment activities, three verifi-
cation activities, and one val-
idation activity.

The guide assumes the soft-
ware development processes
as defined by [ECSS-E-
40B:2003].

Ensure that software
correctly handles
hardware faults and
the implemented software
logic is not harming the
hardware.

No



TABLE II
RECOMMENDATIONS ON HAZARD AND RISK ANALYSIS

Standard Safety Integrity Levels Level Assignment Method Risk Analysis Hazard Analysis

IEEE 1012-2004

There are four levels of software
integrity. Examples of classifica-
tions are given based on the con-
cepts of consequences and mitiga-
tion potential; or on risk.

The software integrity levels
should result from agreements
among the acquirer, supplier,
developer, and independent
assurance authorities.

No indication on which methods to
use for conducting it, but only rec-
ommendations on when perform-
ing it.

No indication on which methods to
use for conducting it, but only rec-
ommendations on when perform-
ing it.

IEC 61508

It specifies 4 levels of perfor-
mance for a safety function, called
Safety Integrity Levels, with level
1 (SIL1) is the lowest .

Detailed description of the methods
to be used in the Hazard and risk
assessment.

The determined risk values are
compared against tolerability crite-
ria, and, if not tolerable, by how
much they need to be reduced.
There is necessarily a great deal of
subjectivity in this process.

It may be quantitative or qualita-
tive. However, the standard recog-
nizes that, because software failure
is systematic and not random, qual-
itative methods must be used only
in the case of software.

ISO 26262

ASIL shall be determined for each
hazardous event using the proper
combination of severity, probability
of exposure or controllability.

The rationale of Automotive SIL
(ASIL) determination consists of
estimating severity, probability and
controllability of hazards, based on
item functional behaviour provided
by the item description.

Risk analysis consists of assigning
ASIL levels, based on the results
of the hazard analysis.

Hazards shall be systematically de-
termined, with techniques such as
brainstorming, checklists, FMEA
and field studies. The effects of
hazards shall be identified for rele-
vant operational situations.

EN 50126 and
EN 50128

(A) The standard defines safety in-
tegrity level (SIL). The software
development and verification tech-
niques appropriate to each SIL are
given in (B).

(A) The safety integrity of each
requirement is derived by risk as-
sessment, but the rules required to
determine the SIL from the risk
classification are not given.

(A) Clear indication of the objec-
tives of the Risk analysis, few de-
tails on how to perform it.

(A) Clear indication of the hazard
analysis objectives, no precise in-
dication of the methods to be used
is present.

IEC 60880
There is no reference to the safety
integrity level concept in the stan-
dard.

-

No indication on which methods to
use for conducting it, but only rec-
ommendations on when perform-
ing it.

No indication on which methods to
use for conducting it, but only rec-
ommendations on when perform-
ing it.

DO-178B

Five software levels are defined,
based on the severity of the sys-
tem failure condition. The software
level determines the effort required
to meet certification requirements.

No precise indication of the
method to be used.

No indication on which methods to
use for conducting it, but only rec-
ommendations on when perform-
ing it.

No indication on which methods to
use for conducting it, but only rec-
ommendations on when perform-
ing it.

Euro-CONTROL
- SAM

The guideline introduces Severity
Classification Scheme, which pro-
vides only the effect on operations
on the identified hazards. The Risk
Classification Scheme consists of a
table made of 5 Safety Targets (1
Safety Target per Severity Class).

1. Identify all hazard effects; 2. Al-
locate severity class to each hazard
effect; 3. Calculate the conditional
probability (Pe); 4. Allocate the
Safety Objective by applying the
Risk Classification Scheme.

Risk Analysis is based on the iden-
tification of the effects of the iden-
tified hazards, the probability of
their manifestation and the conse-
quent classification of the risk.

1) Systematic application of a set
of keywords to each function; 2)
Brainstorming sessions aiming at
finding hazards by assessing nor-
mal, abnormal and particular com-
binations of un-related events sce-
narios; and 3) Analysis of hazard
database, accident/incident reports,
and lessons learned.

Defence
Standard 00-
56 and 00-55

(B) The safety integrity level is a
measure of the required likelihood
that a system achieves its safety
requirements. There are four levels,
with the highest, S4, is allocated to
the most critical systems.

(B) The construction of formal ar-
guments and statistical validation
testing provide a direct measure of
the safety integrity level.

The risk analysis should be based
on objective data where possible,
or subjective judgement may be
used, but subject to expert scrutiny.

The standard does not indicate any
preferred method for this analysis,
but a combination of techniques
should be selected, taking into ac-
count the nature and complexity of
the system.

MIL-STD-882D
and MIL-STD-
498

(A) It includes suggested mishap
severity categories and mishap
probability levels. Mishap severity
and probability together contribute
to mishap risk.

(A) The guidance also describes
several techniques for mishap risk
assessment of mishaps from safety
critical software.

No indication of which risk assess-
ment procedures to use.

No indication of which hazard as-
sessment procedures to use.

ECSS series of
standards

A severity category classification
shall be assigned to each identi-
fied failure mode. The criticality
number (CN) for a specific failure
mode shall be derived from the
severity of the failure effects and
the probability of the failure mode
occurrence.

The qualitative approach based on
engineering judgment shall be used
if specific failure rate data are not
available. In addition, the standard
define a series of quantitative meth-
ods that can assist the supplier in
defining failure events and their
consequences.

To identify each of the risk sce-
narios, to determine then, the mag-
nitude of the individual risks and,
finally, to rank them, data from all
project domains are used (manage-
rial, programmatic, technical).

Failure causes as identified through
FMECA and other analyses. Haz-
ard consequences can be deter-
mined with qualitative methods,
such as brainstorming, or even with
more quantitative methods such as
Fault Injection.

NASA-STD-
8719.13B

The standard does not contain
any definition of criticality level,
since a related document, named
NASA Software Safety Guidebook,
NASA-GB-8719.13, contains it.

-
FMEA and FTA are systematic top
down deductive approaches to risk
analysis.

Hazards and their causes are iden-
tified by using lessons learned,
mishap data, analysis from simi-
lar systems, and engineering judg-
ment. Moreover, Generic Hazards
Checklist lists some generic haz-
ards, which are a good starting
place.

ESA ISVV
Guide

The ISVV Level is a number on
an ordinal scale assigned to a
system function, software require-
ment, component or unit to desig-
nate the required level of verifica-
tion and validation.

The Software Criticality Analy-
sis is carried out using (Software)
Failure Modes, Effects and Criti-
cality Analysis ((S)FMECA), sup-
ported by traceability analysis, con-
trol flow/call graphs analysis, and
complexity measurements.

No indication on which methods to
use for conducting it, but only rec-
ommendations on when perform-
ing it.

No indication on which methods to
use for conducting it, but only rec-
ommendations on when perform-
ing it.



TABLE III
RECOMMENDATIONS ON VERIFICATION & VALIDATION PROCESS

Standard Verification Validation
Definition Implementation Definition Implementation

IEEE
1012-2004

(A) Determining whether the products
of a given development phase satisfy
the conditions imposed at its start. (B)
Providing objective evidence that soft-
ware conform to requirements, and suc-
cessfully complete each life cycle activ-
ity and satisfy all the criteria for initi-
ating succeeding life cycle activities.

Unit Testing

(A) Evaluating a system or component
to determine whether it satisfies spec-
ified requirements. (B) Providing evi-
dence that the software and its asso-
ciated products satisfy system require-
ments, solve the right problem, and
satisfy intended use and user needs.

Integration Testing

IEC 61508
Confirmation by examination and pro-
vision of objective evidence that the
requirements have been fulfilled.

Main methods are probabilistic
testing, interface testing, error
guessing and seeding, input parti-
tion testing, structure-based testing,
and stress testing.

Confirmation by examination and pro-
vision of objective evidence that the
particular requirements for a specific
intended use are fulfilled.

Methods to be used for validation
are Functional testing under envi-
ronmental conditions, Interference
surge immunity testing, static and
dynamic analysis.

ISO 26262
Assuring that the results of each ac-
tivity were compliant with the specific
requirements.

Item integration and testing plan
shall be detailed including specifi-
cation of integration tests: several
methods are recommended by the
standard.

Providing evidence of the absence of
erroneous activation of safety mecha-
nisms, and of compliance to the safety
goals.

1) Reproducible tests with specific
procedure and pass/fail criteria; 2)
Analysis (e.g., FMEA, FTA, ETA,
simulation); 3) Long-term tests; 4)
User tests under real-life condi-
tions; 5) Reviews.

EN 50126
and EN
50128

(B) Activity of determination, by anal-
ysis and test, that the output of each
phase of the life-cycle fulfills the re-
quirements of the previous phase.

(B) 1. FormaI Proof; 2. Probabilis-
tic Testing; 3. Static Analysis; 4.
Dynamic Analysis and Testing; 5.
Metrics; 6. Traceability Matrix; 7.
Software Error Effect Analysis.

(B) Activity of demonstration, by anal-
ysis and test, that the product meets, in
all respects, its specified requirements.

(B) 1. Probabilistic Testing; 2. Per-
formance Testing; 3. Functional
and Black-box Testing; and 4.
Modeling.

IEC 60880

Confirmation by examination and by
provision of objective evidence that the
results of an activity meet the objec-
tives and requirements defined for this
activity.

1) Tool-based static analysis of
the code (e.g. model-checking); 2)
code inspection (walkthrough) and
dynamic execution (e.g., simulation
or actual software execution); 3)
statistical testing.

Confirmation by examination and pro-
vision of other evidence that a system
fulfills in its entirety the requirement
specification as intended.

Unit and integration tests.

DO-178B

Evaluation of the results of a process to
ensure correctness and consistency with
respect to the inputs and requirements
provided to that process.

The software verification process
consists of review, analysis and
testing. The software verification
section emphasizes requirements-
based testing, which is supple-
mented with structural coverage.

Determining that the requirements are
the correct requirements and that they
are complete. The system life cycle
process may use software requirements
and derived requirements in system val-
idation.

No indication on which methods to
use for conducting it.

Euro-
CONTROL
- SAM

Demonstrating that the process fol-
lowed in deriving the safety objectives
is technically correct, and outputs are
correct and complete (getting the right
output).

Review and analyze the results of
the given process. Checklists could
be identified to support these tasks.

Ensuring that the safety objectives are
(and remain) correct and complete, and
ensuring that all critical assumptions
are credible, appropriately justified and
documented (getting the output right).

Checklists to guide validation pro-
cess, operational or engineering
judgement, tests through specific
analysis, modeling or simulation,
review and analysis of the Safety
Evidences to ensure their com-
pleteness and correctness.

Defence
Standard
00-56 and
00-55

Evaluating a system or component to
determine whether the products of a
given development phase satisfy the
conditions imposed at the start of that
phase.

Static analysis is usually performed
on source code; in addition dy-
namic is also used.

Evaluating software at the end of the
software development process to ensure
compliance with the Software Require-
ment.

Formal parts should be validated
by performing proofs that certain
properties hold. Non-formal parts
and non-functional parts will be
validated by means of executable
prototypes or animation tools.

MIL-STD-
882D and
MIL-STD-
498

(A) Verification of hazard and risk as-
sessment activities’ results. (B) No def-
inition given, reference to ANSI/IEEE
Std 1012 and IEEE 1059.

No indication of a clear verification
phase, only a series of activities
at the end of coding for assess-
ing the quality of the implemented
software, i.e., unit testing.

(B) No definition given, reference to
ANSI/IEEE Std 1012 and IEEE 1059.

No indication of a clear validation
phase, only a series of activities
at the end of coding for assess-
ing the quality of the implemented
software, i.e., integration testing.

ECSS
series of
standards

Confirmation through the provision of
objective evidence that specified re-
quirements have been fulfilled.

The verification is executed by one
or more of the following verifica-
tion methods: test, analysis, review
of design and inspection.

Confirmation, through the provision of
objective evidence that the require-
ments for a specific intended use or
application have been fulfilled.

Validation shall be performed by
test. If validation by test cannot be
performed, it shall be performed
by either analysis, inspection or
review of design.

NASA-
STD-
8719.13B

Confirmation by examination and pro-
vision of objective evidence that spec-
ified requirements have been fulfilled.
[IEEE 12207.0] Was the system built
right?

Verification methods include analy-
sis, review, inspection, testing, and
auditing.

Confirmation by examination and pro-
vision of objective evidence that the
particular requirements for a speci-
fied intended use are fulfilled. [IEEE
12207.0] Did we build the right system
for the customer?

Validation has testing as the usual
primary method.

ESA ISVV
Guide

Confirmation that adequate specifica-
tions and inputs exist for any activity,
and that the outputs of the activities are
correct and consistent with the specifi-
cations and input. [ECSS-E-40B:2003]

1) Formal Methods; 2) Inspection;
3) Modeling 4) Data Flow Anal-
ysis; 5) Control Flow Analysis;
6) Real-Time Properties Verifica-
tion; 7) Reverse Engineering; 8)
Simulation; 9) FMECA; 10) Static
Code Analysis; and 11) Traceabil-
ity Analysis.

Confirmation that the requirements for
a specific intended use or application
has been fulfilled, and the requirements
baseline functions and performances
are correctly and completely imple-
mented in the final product. [ECSS-E-
40B: 2003]

Testing



TABLE IV
MAIN STANDARDS IN THE DIFFERENT APPLICATION DOMAINS OF CRITICAL SYSTEMS, AND RECOMMENDED METHODS

Standard Fault Injection Testing Formal Methods FMEA/FMECA FTA

IEEE
1012-2004 -

Ensuring that the require-
ments allocated to software
are validated by execution
of integration, system, and
acceptance tests.

- - -

IEC 61508

Fault Injection, referred as
error seeding, is mandatory
to validate the correct im-
plementation of fault toler-
ance mechanisms.

Testing is used in all the
phases of the safety process.

Formal Methods are recom-
mended to avoid mistakes
during specification of re-
quirements, and to avoid in-
troducing faults during de-
sign and development.

Suggested in safety validation for avoidance of system-
atic failures.

ISO 26262
Fault injection is one of the
methods that can be used for
the validation.

Tests will be used to ver-
ify the correct implementa-
tion of design specification
and technical safety require-
ments.

Formal methods are used in
order to prove the correct-
ness of a system against the
formal specification of its
required behaviour.

Used for systematically determining the hazards of the
items, for predicting the frequency of failures, for eval-
uating the violation of safety goals, and for providing
evidence of the absence of erroneous activation of safety
mechanisms.

EN 50126
and EN
50128

-

(A) Testing is used within
the RAMS process. (B) Sev-
eral Testing strategies are
indicated for the Verifica-
tion and Validation process.

(B) Using theoretical and
mathematical models and
rules it is possible to prove
the correctness of a program
without executing it.

(A) Within the RAM Pro-
gramme, reliability analysis
and prediction comprise the
application of FMEA, and
also FMECA, if applicable.

(A) It is considered as a
RAM analysis technique.

IEC 60880 - Testing is largely used dur-
ing the V&V process.

Verification makes use of
some formal methods. - -

DO-178B -
Verification is based on ex-
tensive use of testing meth-
ods.

Formal methods may be ap-
plied to software develop-
ment processes, as alterna-
tive to the methods pre-
sented in the document.

- -

Euro-
CONTROL
- SAM

-
Integration tests or factory
acceptance tests are used for
system verification.

Formal methods are used
for hazard and risk analysis
techniques.

Used in the contest of FHA
for hazards identification.

Used in the contest of FHA
for hazards identification.

Defence
Standard
00-56 and
00-55

-
(B) Testing is performed at
all the phases of system de-
velopment.

(B) Formal methods are
used for specification and
design, but other methods
should complement the par-
ticular formal method cho-
sen.

(A) FMEA is used to per-
form process failure mode
analysis, first step of the
Process Hazard Analysis.

(A) Cause-effect analysis is
performed by taking the re-
sults of the FMEA and re-
lating them to the various
process hazards by means of
FTA.

MIL-STD-
882D and
MIL-STD-
498

-

(A) Testing is used for iden-
tifying hazards. (B) Use of
Unit, integration and quali-
fication testing.

- - -

ECSS
series of
standards

Fault injection is used to
assess the Failure Detec-
tion, Isolation and Recovery
mechanisms of any software
system.

Testing is an essential step
to verify and validate any
software product.

Formal methods are
not only used for a
precise specification of
requirements and design
choices, but also to verify
important properties of the
system under realization.

The FMEA shall be
initiated for each design
phase and updated to reflect
design changes. Typically
FMECA is not performed
for Telecommunication,
Earth Observation &
Scientific Spacecrafts and
for ground segments.

The supplier shall perform a
FTA for: 1) selected unde-
sirable events which could
have catastrophic, critical or
major consequences; 2) sup-
port of failure; 3) accident
investigations.

NASA-
STD-
8719.13B

Fault injection tests are
highly Recommended for
safety-critical components.

Testing is highly used, and
the guidebook provides
some recommendation on
which methods are better to
be used.

Requirements can be writ-
ten in a formal, mathemat-
ical language (formal spec-
ification). Formal verifica-
tion provides the proof that
the result (software) meets
the formal specification.

Safety analyses, such as FMEAs and FTAs, shall be used
to help determine design features to prevent, mitigate or
control failures and faults, and the level of failure/fault
combinations to include, and determine which failures to
test for, and the level of failure combinations to include.

ESA ISVV
Guide - Use in several activities of

the ISVV process.

Formal Methods provide a
means of developing an ana-
lyzable description of a soft-
ware system.

FMEA/FMECA are indi-
cated as methods for re-
vealing weak or missing re-
quirements, and identifying
latent software failures, as-
sign software criticality cat-
egories.

-


